Cybercriminals don't always make a lot of noise; they can operate quietly, hiding in your network
for weeks or even months before launching an attack. The quicker you can detect a cybersecurity
incident and respond to it', the smaller the damage and loss that comes from it.

But when it comes to managed detection and response (MDR)?, there’s a difference between simply
having MDR and having good MDR.

IT is complicated. Knowing the right questions to ask can be difficult. When it comes to incident
response, here’s a list of good ideas.

Ask Your IT Expert:

Do we have human coverage, not just robots? And are they staffed 24/7/365?
Without trained security experts ready to act, automated systems create noise with false positives that lock out your team.

Did we authorize the security team to isolate waiting for us to confirm?
“Preauthorization to isolate” means the experts contain incidents without waiting for your approval.

Do we have logs that go back at least one year?
Attackers can linger undetected, but this speeds up investigations so you know what happened and get people back to work faster.

—

Need Help Answering These Questions?
Call us at (616) 949-4020 or email us at Goodldeas@hungerford.tech.

! https:/www.hungerford.tech/blog/how-an-incident-response-plan-can-save-your-company/
2 https://www.hungerford.tech/blog/3-common-security-practices-in-cybersecurity-insurance-applications/
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