A good backup system helps you bounce back quickly. It keeps your operations running smoothly and
ensures you don't lose valuable information.’

IT is complicated. Knowing the right questions to ask can be difficult. When it comes to backups,
here’s a list of good ideas.

Ask your IT expert:

O Are we prepared for natural disasters?
Like fire or flood by keeping an off-site backup?

O Are we protected from ransomware?
With at least one backup stored offline or in the cloud? 2

g Can we recover quickly from equipment failures?
Via full image local backups without downloads or physical retrieval?

g Can we recover single files from accidental deletion?
Without the disruption of a full system restore?

g s our backup data encrypted to protect from theft?

Making it more difficult to read?

g How often are our backups reviewed?
To ensure errors are proactively addressed?

How often are our backups tested?
To ensure they work when needed?

—

Need Help Answering These Questions?
Call us at (616) 949-4020 or email us at Goodldeas@hungerford.tech.

1 https://www.hungerford.tech/blog/what-is-the-3-2-1-backup-rule/

2 https:/www.hungerford.tech/blog/what-is-the-3-2-1-1-0-backup-rule/
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